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Outline	
  

–  Introduc=on	
  
– Risk	
   Assessment	
   Framework-­‐	
   Technical	
  
Framework	
  
•  Hazard	
  Assessment	
  
•  Vulnerability	
  Assessment	
  
•  Consequence	
  Analysis	
  
•  Risk	
  Evalua=on	
  

– Risk	
  Assessment	
  Framework-­‐	
  Illustra=ve	
  Example	
  
•  Alpine	
  Region	
  Flash	
  Flooding	
  in	
  2003	
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Introduc=on	
  

•  Problem	
  
–  Europe	
  is	
  the	
  3rd	
  most	
  affected	
  region	
  in	
  the	
  

world	
  based	
  on	
  average	
  10	
  year	
  disaster	
  
costs	
  of	
  €10	
  Billion	
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Introduc=on	
  

•  Solu9on	
  
–  A	
  systema=c	
  Risk	
  Analysis	
  framework	
  that	
  explicitly	
  considers	
  

INfrastructure	
  networks	
  in	
  response	
  to	
  extreme	
  weather	
  events	
  and	
  
develops	
  an	
  op=miza=on	
  tool	
  for	
  series	
  of	
  mi=ga=on	
  strategies	
  

R A
IN	
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Introduc=on	
  

•  Risk	
  arises	
  from	
  uncertainty	
  of	
  informa=on	
  
–  100%	
  certainty	
  of	
  informa=on	
  =	
  pf=0.0	
  or	
  1.0	
  

•  Uncertainty	
  and	
  variability	
  of	
  (random	
  variables):	
  
•  material	
  proper=es	
  
•  dimensions	
  
•  environment	
  
•  loads	
  (and	
  load	
  combina=ons)	
  
•  etc.	
  

•  Accuracy	
  of	
  predic=ve	
  models	
  
–  computer	
  models,	
  hazard	
  scenarios,	
  consequence	
  models	
  

•  Inherent	
  variabili=es	
  
–  natural	
  hazards,	
  weather,	
  individual	
  exposure	
  to	
  hazard	
  

probabilistic 
modelling
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Introduc=on	
  

•  Available	
  Risk	
  Frameworks	
  
– MATRIX	
  
– UNDP	
  
– EC-­‐TIGRA	
  	
  
– ESPON	
  1.3.1.	
  
– Armonia	
  
–  ...	
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Introduc=on	
  

•  What	
  is	
  Different	
  in	
  RAIN?	
  

–  GIS-­‐based	
  Bayesian	
  Probability	
  Theory	
  	
  
•  Upda=ng	
  and	
  op=mising	
  decisions	
  and	
  ranking	
  Mi=ga=on	
  
Strategies	
  

–  Mul=	
  Hazard/Mul=	
  vulnerability	
  using	
  Markovian	
  Networks	
  
•  Cascading	
  effects	
  

–  (Inter)dependencies	
  in	
  Cri=cal	
  Infrastructure	
  Network	
  
•  System	
  of	
  system	
  modelling	
  	
  

–  Graph	
  Theory	
  
•  Cri=cal	
  hotspots	
  in	
  network	
  

–  	
  Objec=ve	
  Ranking	
  Tool	
  
•  Similarity	
  Judgement	
  and	
  Delphi	
  Panel	
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Risk	
  Assessment	
  Framework	
  

•  Identifying Extreme weather Events  

•  Thresholds of Extreme weather Events 

•  Probability of Extreme weather Event 

•  Projection of Climate change 

Hazard	
  
Assessment	
  

Vulnerability	
  
Assessment	
  

Consequence	
  
Analysis	
  

Risk	
  
Evalua=on	
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Risk	
  Assessment	
  Framework	
  

•  Identifying Critical infrastructure (CI) 

•  Indentifying (inter)dependencies 

•  Indentifying risks associated with CIs 

•  Vulnerability Analysis of CIs 

Hazard	
  
Assessment	
  

Vulnerability	
  
Assessment	
  

Consequence	
  
Analysis	
  

Risk	
  
Evalua=on	
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Risk	
  Assessment	
  Framework	
  

•  Identifying Consequences  

•  Identifying key factors and weights  

o  Objective Ranking Tool 

•  Consequence Quantification 

o  F-­‐N	
  curves	
  
o  Loss	
  Exceedance	
  Curve	
  
o  Recovery	
  =me	
  Analysis	
  

Hazard	
  
Assessment	
  

Vulnerability	
  
Assessment	
  Consequence	
  

Analysis	
  

Risk	
  
Evalua=on	
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Risk	
  Assessment	
  Framework	
  

•  Iden=fying	
  Risk	
  Scenarios	
  
o  Inference	
  Network	
  

•  Quan=fying	
  Risks	
  	
  
o  Bayesian	
  Probability	
  Theory	
  
o  Markovian	
  Process	
  

•  Quan=fying	
  Benefits	
  of	
  Mi=ga=on	
  
o  Technical	
  engineering	
  solu=ons	
  	
  
o  Early	
  warning	
  systems	
  

Hazard	
  
Assessment	
  

Vulnerability	
  
Assessment	
  

Consequence	
  
Analysis	
  

Risk	
  
Evalua9on	
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Risk	
  Assessment	
  Framework	
  

• 	
  Damage	
  Mechanism	
  
• Fragility	
  Curve	
  

Landslide	
   Fluvial	
  Flood	
  

Railway	
  
Sta=ons	
  

Tunnels	
  

Bridges	
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Example	
  of	
  Risk	
  Assessment	
  

Alpine	
  Region	
  
–  Flash	
  flooding	
  in	
  2003	
  
–  600	
  residents	
  were	
  evacuated	
  
–  Es=mated	
  damage	
  of	
  €190	
  million	
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Establishing	
  the	
  Context	
  



15/55	
  

Establishing	
  the	
  Context	
  
Step	
  1-­‐	
  Isola=ng	
  the	
  Case	
  Study	
  Area	
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Hazard	
  Assessment	
  
Step	
  2-­‐	
  Iden=fying	
  hazards,	
  thresholds	
  and	
  corresponding	
  probabili=es	
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Hazard	
  Assessment	
  
Step	
  2-­‐	
  Iden=fying	
  hazards,	
  thresholds	
  and	
  corresponding	
  probabili=es	
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Hazard	
  Assessment	
  
Step	
  2-­‐	
  Iden=fying	
  hazards,	
  thresholds	
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Hazard	
  Assessment	
  
Step	
  3-­‐	
  Evalua=on	
  Probability	
  of	
  Extreme	
  Weather	
  Event	
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Vulnerability	
  Assessment	
  
Step	
  4-­‐	
  Iden=fying	
  vulnerable	
  elements	
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Vulnerability	
  Assessment	
  
Step	
  4-­‐	
  Iden=fying	
  vulnerable	
  elements	
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Vulnerability	
  Assessment	
  
Step	
  4-­‐	
  Iden=fying	
  vulnerable	
  elements	
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Vulnerability	
  Assessment	
  
Step	
  5-­‐	
  Iden=fying	
  cri=cal	
  loca=ons	
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Vulnerability	
  Assessment	
  
Step	
  5-­‐	
  Iden=fying	
  cri=cal	
  loca=ons	
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Vulnerability	
  Assessment	
  
Step	
  5-­‐	
  Iden=fying	
  cri=cal	
  loca=ons	
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Vulnerability	
  Assessment	
  
Step	
  6-­‐	
  Iden=fying	
  (inter)dependencies	
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Vulnerability	
  Assessment	
  
Step	
  6-­‐	
  Iden=fying	
  (inter)dependencies	
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Vulnerability	
  Assessment	
  
Step	
  7-­‐	
  Vulnerability	
  Analysis	
  and	
  Fragility	
  Curves	
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Consequence	
  Analysis	
  

•  Consequences	
  
•  Societal	
  
o  Fatali=es	
  
o  Injuries	
  

•  Security	
  
o  Fresh	
  Water	
  Supply	
  
o  Food	
  Supply	
  
o  Energy	
  Supply	
  

•  Economic	
  
o  Cost	
  of	
  Repair/Replacement	
  
o  Cost	
  of	
  Labour	
  
o  Availability	
  of	
  Materials	
  
o  Age	
  of	
  the	
  Exis=ng	
  Infrastructure	
  

Step	
  8-­‐	
  Iden=fying	
  Consequences	
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Consequence	
  Analysis	
  

Objec=ve	
  Ranking	
  Tool	
  
(ORT)	
  

Step	
  9-­‐	
  Iden=fying	
  key	
  factors	
  and	
  weights	
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Consequence	
  Analysis	
  
Step	
  10-­‐	
  Quan=fying	
  consequences	
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Consequences	
  
Triggering	
  
Event(s)	
  

Hazardous	
  
Event(s)	
  

CI	
  
Failure(s)	
  

Mi9ga9on	
  
Measures	
  

Consequences	
  
Triggering	
  
Event(s)	
  

Hazardous	
  
Event(s)	
  

CI	
  
Failure(s)	
  

Risk	
  Evalua=on	
  
Step	
  11-­‐	
  Genera=ng	
  Inference	
  Network	
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Risk	
  Evalua=on	
  
Step	
  12-­‐	
  Combining	
  Infrastructure	
  Network	
  and	
  Inference	
  Network	
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Risk	
  Evalua=on	
  

Risk	
  1	
  
Hazardous	
  
Event	
  1	
  

CI	
  Failure	
  
System	
  1	
  

Risk	
  1	
  
Hazardous	
  
Event	
  2	
  

CI	
  Failure	
  
System	
  2	
  

Step	
  13-­‐	
  Dis=nguishing	
  between	
  Single	
  Mode	
  risks	
  and	
  Mul=	
  Mode	
  Risks	
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Risk	
  Evalua=on	
  

Cost	
  of	
  
Repair	
  

Intense	
  
Rainfall	
   Flooding	
   Bridge	
  1	
  

Failure	
  

Injuries	
  
Intense	
  
Rainfall	
   Flooding	
   Bridge	
  1	
  

Failure	
  

Recovery	
  
Time	
  

Intense	
  
Rainfall	
   Flooding	
   Bridge	
  1	
  

Failure	
  

Tunnel	
  1	
  
Failure	
  

.	
  

.	
  

.	
  

Step	
  14-­‐	
  Iden=fying	
  all	
  risk	
  scenarios	
  with	
  assigned	
  probabili=es	
  and	
  outcomes	
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t1	
   t2	
  

t1	
   t2	
  Mi=ga=on	
  @	
  t1	
  

Risk	
  Evalua=on	
  

P f
	
  

P f
	
  

Pf	
  =	
  Probability	
  of	
  Failure	
  
ti	
  =	
  Time	
  	
  

Step	
  15-­‐	
  Developing	
  Mi=ga=on	
  Strategies	
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No	
  

Mi=ga=on	
  @	
  t2	
  

Mi=ga=on	
  @	
  t2	
  

t1	
   t2	
   t3	
  

t1	
   t2	
   t3	
  

t1	
   t2	
   t3	
  

t1	
   t2	
   t3	
  

Risk	
  Evalua=on	
  

Mi=ga=on	
  @	
  t1	
  

P f
	
  

P f
	
  

P f
	
  

P f
	
  

Step	
  15-­‐	
  Developing	
  Mi=ga=on	
  Strategies	
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Risk	
  Evalua=on	
  
Step	
  19-­‐	
  Evaluate	
  Risk	
  for	
  different	
  Return	
  periods	
  and	
  different	
  Risk	
  scenarios	
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Risk	
  Evalua=on	
  
Step	
  19-­‐	
  Evaluate	
  Risk	
  for	
  different	
  Return	
  periods	
  and	
  different	
  Risk	
  scenarios	
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Risk	
  Evalua=on	
  
Step	
  19-­‐	
  Evaluate	
  Risk	
  for	
  different	
  Return	
  periods	
  and	
  different	
  Risk	
  scenarios	
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Risk	
  Evalua=on	
  
Example	
  of	
  Bayesian	
  Network	
  Development	
  



42/55	
  

Risk	
  Evalua=on	
  
Example	
  of	
  Bayesian	
  Network	
  Development	
  



43/55	
  

Risk	
  Evalua=on	
  
Example	
  of	
  Bayesian	
  Network	
  Development	
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Risk	
  Evalua=on	
  
Example	
  of	
  Bayesian	
  Network	
  Development	
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Risk	
  Evalua=on	
  

T1	
  B1	
  T2	
  

Example	
  of	
  Bayesian	
  Network	
  Development	
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Heavy	
  
Rainfall	
  

Bridge	
  1	
  
Failure	
  

Mi9ga9on	
  
Measures	
   Flooding	
  

Tunnel	
  1	
  
Failure	
  

Tunnel	
  2	
  
Failure	
  

Cost	
  1	
   Cost	
  2	
   Cost	
  3	
  

Risk	
  Evalua=on	
  
Example	
  of	
  Bayesian	
  Network	
  Development	
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Heavy	
  
Rainfall	
  

Bridge	
  1	
  
Failure	
  

Mi9ga9on	
  
Measures	
   Flooding	
  

Tunnel	
  1	
  
Failure	
  

Tunnel	
  2	
  
Failure	
  

Cost	
  1	
   Cost	
  2	
   Cost	
  3	
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No	
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Heavy	
  Rainfall	
  =Yes	
   Heavy	
  Rainfall	
  =No	
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%	
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No	
   Yes	
  

Risk	
  Evalua=on	
  
Example	
  of	
  Bayesian	
  Network	
  Development	
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Heavy	
  
Rainfall	
  

Bridge	
  1	
  
Failure	
  

Mi9ga9on	
  
Measures	
   Flooding	
  

Tunnel	
  1	
  
Failure	
  

Tunnel	
  2	
  
Failure	
  

Cost	
  1	
   Cost	
  2	
   Cost	
  3	
  

100	
  

50	
  

100	
  

50	
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50	
  

0	
  

50	
  

Sc.1	
   Sc.2	
   Sc.3	
   Sc.4	
  

Sc.1:	
  	
  No	
  Flooding	
  &	
  No	
  Mi=ga=on	
  
Sc.2:	
  	
  Flooding	
  &	
  No	
  Mi=ga=on	
  
Sc.3:	
  	
  No	
  Flooding	
  &	
  Mi=ga=on	
  
Sc.4:	
  	
  Flooding	
  &	
  Mi=ga=on	
  

Risk	
  Evalua=on	
  
Example	
  of	
  Bayesian	
  Network	
  Development	
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Heavy	
  
Rainfall	
  

Bridge	
  1	
  
Failure	
  

Mi9ga9on	
  
Measures	
   Flooding	
  

Tunnel	
  1	
  
Failure	
  

Tunnel	
  2	
  
Failure	
  

Cost	
  1	
   Cost	
  2	
   Cost	
  3	
  

100	
  
80	
  

100	
  

20	
  

0	
  
20	
  

0	
  

80	
  

Sc.1	
  	
   Sc.2	
   Sc.3	
   Sc.4	
  

Sc.1:	
  	
  No	
  Flooding	
  &	
  No	
  Mi=ga=on	
  
Sc.2:	
  	
  Flooding	
  &	
  No	
  Mi=ga=on	
  
Sc.3:	
  	
  No	
  Flooding	
  &	
  Mi=ga=on	
  
Sc.4:	
  	
  Flooding	
  &	
  Mi=ga=on	
  

40%	
  Reduc9on	
  in	
  cost!	
  

Risk	
  Evalua=on	
  
Example	
  of	
  Bayesian	
  Network	
  Development	
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Risk	
  Evalua=on	
  

Mi=ga=on	
  Level	
  

Tunnel	
  Failure	
  Mode	
  

Pr
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Risk	
  Evalua=on	
  

Mi=ga=on	
  Level	
  

Tunnel	
  Failure	
  Mode	
  

Pr
ob
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Risk	
  Evalua=on	
  

Mi=ga=on	
  Level	
  

Tunnel	
  Failure	
  Mode	
  

Pr
ob

ab
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ty
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Risk	
  Evalua=on	
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Risk	
  Evalua=on	
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