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STREST: WAKE UP CALL

) Fukushima 2011

—->EU:

Can a natural
catastrophe cripple
critical infrastructure
(CI) in Europe, like
power, water, transport
or communication?

) Low Probability
) High Consequence §
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STREST: FP7 PROJECT

12 partners

7 countries

Coordinator Prof. D. Giardini (ETH)
http://www.strest-eu.org

) Consortium
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STREST: FP7 PROJECT

) Establish a common and consistent taxonomy of non-nuclear CIs;

» Develop a rigorous, consistent modelling approach to hazard, vulnerability, risk and resilience
assessment of LP-HC events;

) Design a stress test framework and specific applications to address the vulnerability, resilience and
interdependencies of Cls;

) Enable the implementation of European policies for the systematic implementation of stress tests.
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STREST: wp’s ( )

WP1:Management

Y4
AN

WP2:State of the Art

\_ J
e \
WP3: Hazard
\ Y,
e \
WP4: Risk
\ Y,
4 N

WP5: Methodology

\_ J
e D
WP6: Cl’s
\ Y,
e \

WP7: Dissemination
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STREST

e ~
WP3: Hazard
\ Y,
e \
WP4: Risk
\ Y,
4 N

WP5: Methodology

Y4
AN

WP6: Cl’s
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STREST: wP6 CASES

P ke ) 3 Types (ref. K. Pitilakis et al.):

VAN

WP4: Risk

-
g

> (A) individual, single-site, high risk infrastructures

WP5: Methodology

-
-

» (B) distributed and/or geographically extended infrastructures with potentially
high economic and environmental impact

WP6: Cl’s

» (C) distributed, multiple-site infrastructures with low individual impact but
large collective impact or dependencies
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STREST: wWP6 CI-S (USE CASES)

CI-Al ENI/Kuwait oil refinery and petrochemical plant, Milazzo, Italy

4 )
WP3: Hazard 4
g J :
4 N\
WP4: Risk
g J
4 N\

WP5: Methodology

& J
( )

WP6: Cl's CI-A2 Large dams of the Valais region, Switzerland
- J

A) individual, single-site, high risk infrastructures
(B) distributed and/or geographically extended infrastructures with potentially high economic and environmental impact

(C) distributed, multiple-site infrastructures with low individual impact but large collective impact or dependencies
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STREST: wWP6 CI-S (USE CASES)
CI-B1 Major hydrocarbon pipelines, Turkey

( )
WP3: Hazard

- J

( )
WP4: Risk

- J

( )

WP5: Methodology

- J

( )
WP6: Cl's CI-B2 Gasunie national gas storage and distribution network, Netherlands

- J

A) individual, single-site, high risk infrastructures
(B) distributed and/or geographically extended infrastructures with potentially high economic and environmental impact

(C) distributed, multiple-site infrastructures with low individual impact but large collective impact or dependencies
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STREST: wWP6 CI-S (USE CASES)

CI-B3 Port infrastructures of Thessaloniki, Greece

( )
WP3: Hazard

. J

( 1
WP4: Risk

\§ J

( 1

WP5: Methodology

. J

( N
WP6: Cl's CI-C1 Industrial district of Emilia, Italy

. J

A) individual, single-site, high risk infrastructures
(B) distributed and/or geographically extended infrastructures with potentially high economic and environmental impact

(C) distributed, multiple-site infrastructures with low individual impact but large collective impact or dependencies
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STREST: wP3 HAZARD

WP3: Hazard

g
>

WP4: Risk
\§
>

WP5: Methodology

>

WP6: CI’s
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) Focus on

~ NV v v

earthquakes,
tsunamis,
geotechnical effects
and floods
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STREST: wP3 HAZARD

Scenario-based exploration

4 N\
WP3: Hazard
g J
4 N\
WP4: Risk
\§ J
4 N\

WP5: Methodology

S y, Known
( N\

WP6: Cl's
" J Perfect Storms

Black Swans

Unknown
Based on:

E. Pate-Cornell, Risk Analysis, Vol. 32, No. 11, 2012
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risk migration

R —

10"

STREST: wP3 HAZARD

- \
WP3: Hazard . .
L ) ) Multi-hazard assessment & cascading effects g
( ) 28
WP4: Risk _ .
C ) ) (ref. MATRIX, Mignan et al.)
e N S

WP5: Methodology

\_ J
r \ b r
) S e e T
WP6: Cl's 104 10° 10° 10" 1 10
\_ ) Aggregated losses

offshore volcano

unstable
slope

04 April 2016
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STREST: WP3 HAZARD
4 N\
WP3: Hazard ) ) ..
L ) ) Epistemic uncertainties
4 N\ .
) .
T e (Ref Sllva. et al)
C y ) (Ref. Fabrice et al
4 N\
WP5: Methodology e | e b
\_ _J OM21 ...as below
4 N\
WPG6: Cl’s
g _J Segmente

09)

.. as below

Ellsworth-B
(2003)

Magnitude-area
relationship

Uns

Hanks and Bakun (2002}

. asabove ea

asatove

(03
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Type A-fault modsls
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1000
2 —— 5,95 fractile
4>J‘ Median
~ 15, 85 fractile
3z 10000 -~ FERIRRRRIRERRRRERRRRIRS
= i ‘ Informed Technical Community ] . 25
(]
o FretRtREEIRERRRLERIERILS
c — —_
= z prr
% 100000 - I..’Q(IL‘(II()I‘I of Participants from lhc\!T(‘I
m TR
Target [Workshop |
hazard [TFI Tugmn (as facilitators)
1000000 exceedance \% ) |
rate PPRP) : \ l}fx’;:rrlfl. Observe:
10000000 - T:l) Teams Proponents
MEAN %00y |,
%’ x.[lnl:mcum]l:'
e Tl gk
100000000 . -
0 5 10 15
Peak Ground Acceleration (g) ]
e Muupie esumales of the
\ e ”c.;r:::;pw\ Balue) / Campbel AM) Community Distributi
(05} foults? (05) 0333) (0.185) )
TFI Team (us integrators)
No Chiou and Youngs (2008) NGA team gnd
T 03m)
ymented . asabove \ {
o)
(0.185)
<. \/
- Community Distribution
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0.01 i H et - Sl amage
WP3: Hazard g il I
g ) 8 \ | ~=DS3-Collapse
> S 5 oo | < Collapse 1121
. Di 2 ;i ) N ;
WP4: Risk 2 - ... Moderate. damam
_ Y, g ) &,=4
- ~ 0.0001 )
% : o / "\ Slight damage ‘z
WP5: Methodology g “IT7
< 0ak- ek i - i .
_ J 0.00001 | ’
e M é Pm %.. ‘ : 4 .
WP6: Cl’'s 01
0.000001 - s . - . - B - I i 1 1
- J 0 0.2 b . 06 0.8 1 0 0.1 02 03 04 05 06 07 08 09 1
Acceleration (g) IM=0.10 g PGA[g)

P(Failure) = P(Acceleration) * P(Failure | Acceleration)
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STREST: wP4 RISK

. 2
WP3: Hazard
- ) =
e ~ —~
) i 1 S
. KRI RS ! i nitial capacity
WP4: Risk s , _' . S
> J A ’ Distribution of :
6 ) § 2 4 > damage in the 1st ;
. =& shock ;
WP5: Methodology £3 - | Deterioration at
. J Seo Teeell " agiven time D(t);
( N % & Structural damage due
y E 3 to the i-th shock ;
WP6: Cl’s 53 , :
L ) 3 ° ' Random interarrival ; - ;
pi ' ¢ f ' s '
§ g he . imeo ihocks ' \‘ Failure threshold
? = i S !
E A S :
Y . o WS N —
lt" 1st Earthquake i-th Earthquake n-th Earthquake ' L+ T time
\ Seismic Cycle
L.
Design Life
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( )\
HAZARD
WP3: Hazard SOURCE 1
g J
( ) HAZARD
WP4: Risk SOURCE!
\§ J
4 )
WP5: Methodology SOURCE n
‘ | g
4 )
WP6: Cl's
g J
) LOSSGS Loss rate A’L>i = ZVl- . I I PI:L >

) i IM ER
) (ref. I lervolino et al) ) .
0SS exceeaance
probability given
response
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Aps1

Ay =
“1/Tr(l")

z ‘ER = y] 'fER‘IMJ_
e
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(J"x)'fm

(x)-co-
N T

Response probability
depending on eventintensity

Hazard
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STREST: wP4 RISK

WP3: Hazard
) Losses

) (ref. I lervolino et al)

s
AN

WP4: Risk

WP5: Methodology Aim>1

("
J\_
X

Most likely causative intensity
WPG6: Cl’s

Second most likely
causative intensity

Amst” =
=1/Tr(l ")

Probability of IM
causing the loss to exceed [ *

|* i x1*
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( )\
WP3: Hazard
g J
4 N\
WP4: Risk
g J
4 N\

WP5: Methodology

g J
4 N\
WP6: Cl’s
g J
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) Resilience

) (Ref. Stojadinovic et aly

Community function performance

adapted
Event o
- -
/

\ // "elastic" threshold

B
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absorb | recover

time (yrf
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4 )
WP3: Hazard

- J

( )
WP4: Risk

& J

( )

WP5: Methodology

- J

( )
WP6: CI’s

- J
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Workflow
(Ref. Stojadinovic et al)
(Ref. S. Esposito et al)

Multi level

Quantitative and probabilistic
Transparent

Efficient

Dynamic and Iterative

Data Collection

Risk Measure and Objectives

Level 1 Assessment

Reference Level Assessment

Risk Objectives Check

Disaggregation/Sensitivity Analysis

Guidelines and Critical events

Results Presentation
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Methods to harmonize the treatment of uncertainties and the mechanics of hazard assessment, with focus on the
guantification of epistemic uncertainties and its effects on LP-HC hazard, the integration of regional versus site- specific
hazards and near-source effects;

Consistent quantification of the occurrence of LP-HC events (extremes, cascading effects) and schemes to introduce
them in hazard and risk evaluations;

Definition of appropriate measures to express aggregated probabilities of exceeding limit values across an extended
footprint, taking into account the spatial correlation characteristics;

Consistent taxonomy of different classes of Cls, to classify them in terms of common characteristics of vulnerability,
possible consequences and resilience;

Probabilistic models for the vulnerability and consequence assessment, designed to enable transferring from hazard to
risk and evaluating the consequences of system failures extending much beyond direct damages to equipment and
structures, involving cascading effects;

Improvement of the present understanding and assessment of losses and resilience, at the level of single ClI, ClI system
or society;

Probabilistic structural and systemic performance models (stress tests) to determine the losses in Cls, and their
susceptibility to cascading effects that may amplify these losses, as well as interdependencies among different Cls;

European Reference Reports concerning the assessment and protection of Cls;
Interactions with practitioners via the involvement of Cl owners and stakeholder workshops
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STREST
» Ongoing
» WP 5 being finalised
» STRESS tests being applied to Cl cases
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> Next

» 14-15 September 2016
STREST Final Meeting, Ljubljana

http://www.strest-eu.org
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